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a windows executable walkthrough

- Hexadecimal dump ASCII dump Fields Values Explanation
D|SseCted PE 4DVSH 00 00-00 00 08 00-00 00 80 00-00 00 00 88 MZ.............. _ g ot sionat
[ | e_magic [ | constant signature
0ffset:0x30 | | 1f | 4 |
00 00 B0 00-00 00 00 00-00 00 00 P0-40 00 8088  ............ Q.. e ranew 0x40 offset of the PE Header @
Signature 'PE', 0, O constant signature
0ffset:0x48 . .
_4C 81 03 eo- _ Machine 0x14c [intel 386] processor: ARM/MIPS/Intel/...
SHA-1 b7afdcb51ce386436030656eb2608ab408cfIch zg 3: gg :g-- 92 91 99 99 99 06706 60 60 B9 I PE”; ........... | Numberofsections | 3 | number of sections @
download @ pe101.corkami.com o Tt SizeofoptionalHeader 0xe0 relative offset of the section table @
Characteristics 0x102 [32b EXE] EXE/DLL/...
E Magic 0x10b [32b] 32 bits/64 bits
i Offset:8x58 . .
- BEIE 60 00-00 80 @0 00\ ... Az\zggg;;gzmtrypm " 8))2188800 \;vg:::szxvsﬁ::s?hs:?ill—tessguld be mapped in memory
4D 5A 08 00-00 00 MZooeeeeennnnnns _ _ _
DOS header 90 00 66 00 w w w """""""" SectionAlignment 0x1000 where sections should start in memory @
%) G0 G0 G0 8 Shdwsftiseabinaty 00 0EEIIIEEEELELE Booc 80 80 BB 8O- - R IRERRIREE FileAlignment 0x200 where sections should start on file @
. 20 5 (B GG Gl 6 L L 60 00 06 60-00 06 60 06-04 00 06 60-00 66 60 06 | ................ Majorsubsystemversion | 4 [NT 4 or Tlater] required version of Windows
SImPIE 90 90 00 BO-EQ 00 O PE header a """"""" 00 40 00 00-00 02 00 00-00 00 00 00—- 00 08 .@ .............. S'izeof:[mage 0x4000 total memory space required
showslitSlakmodemibinary 00 00 00 ©0-00 00 0O 00-00 60 0O 06-00 00 00 B0 | ................ SizeofHeaders 0x200 total size of the headers @
O1-68 O 60 00-60 06 66 66 ....... .. 00 00 0o oo-feWeemeemeéd... @200 | ........ Subsystem 2 [Gu1] driver/graphical/command line/...
gg gg gg gg:gg AAaa AR-AR A AA BA-AA AR AR A8 @ NumberofRvaAndSizes 16 number of data directories @
w0 00 o0 000 OPtional header ..............
I ——— 80 40 00 00-00 table information  ~ le....ooi...... _
0888, 00-00 00 60 00-08 00 00 60-00 00 00 80 ML .. . 70 5A 06 00-60 00 60 60-08 00 60 06-00 60 06 80 MZ.............. e AT %exeegcuega eg lggorargaalgoré@ R, - 00 ononaeaes ..00 00 00 00-60 BB PO BB | = ........ N -
8030 : ) . 00 60 08 80-08 80 0O 8000 0O B0 0B-40 08 60 08 90 00 0P 0P-18 6B BB BB ... 00 20 00 00-00 00 00 00-00 00 00 00-00 00 60 00 | ................ ImportsvA [ 0x2000 | RVAof the imports @
S5 45 ab abt. o1 03 00-00 90 00 a0-00 ab ob o7 L L L 00 00 00 00-00 00 60 0B-00 00 00 00-00 00 00 08
00 00 00 BO-EG 00 B2 01-0B ©1 00 00-60 06 00 80 ....3...........po " @ — — — — —————————————————————— ([ YY MY MY Y VY VY MY MY Y MR MY M MY MY R M e s s e s e e s e e e e
e e 06 00 B0 09-80 60 B0 89-00 18 0 08-00 0O B0 B0 .... d t d' t IAG e
0 @9 60 (00D (0 £6) (oD 10 60 0000 O 61 61 s 66 00 00 00-060 00 40 66-00 10 00 80-00 02 688 68 00 26 00 0 a a "'ec Orles .......... Offset:Bx138
90 90 90 80-00 89 89 89-84 B3 BG 08-08 03 B 8O . S“ 6066 66-60 00 86 66-04 00 00 06-00 00 00 60 : 90 00 80 0 pointers to extra structures (exports, imports,...) .......... m Sections table
00 40 00 00-60 02 00 00-60 0O 06 00-82 0O 66 0O .Q..
© 8 60 80-60 99 80 09-00 G0 80 66-90 30 00 08 3 h ead e r j SE 74 45 78-74 69 69 09 Toxt 00 10 00 00-00 10 00 0B-00 02 00 00-PO 020000 ................ * * sl size hica ot
00 20 88 06-80 0B 00 B0-08 00 B0 BB-08 B0 B 00 .... E : 06 16 00 00-00 10 60 60-60 62 00 00-00 82 86 06 ................ 00 00 00 00-00 00 00 0O-00 66 68 00—_ ............... ) Name virtualSize vi rtua1Address SizeOfRawData PointerToRawData Characteristics
00 00 00 00-00 00 00 00-00 00 6 06-00 00 00 00 ................ ) . ) 00 00 00 00-0@ 22 AA AN-AQ AQ AA AA-2Q AA AR 4AQ .. ... .. __ ] | |
D130 oo o0 o0 ootk 74 65 7074 o0 a0 ab - .technical details about the executable . 2E 72 64 61-74 ti tabl data.......... 607'10700700-00120T08T00 | .rdata.......... | Lrext 0x1000 0x2000 0x200 0x200 CODE EXECUTE _READ)
L e L N e 90 10 00 0a-00 10 00 00-00 62 00 a9-00 G2 00 o7 w02 00 00-0c SECUIONS TADIE 806200 00-GENEUNEENEE-00 00 00 90-00 00 80 08 | ................ | .rdata .. .0x1000 .. . ... 0x2000_............ 0x200.. . ..........0x400 . INITIALIZED READ
06 00 80 60-00 06 0 B0-80 B0 0O 0B-20 80 B0 60 ............... gg Sg zf 2?:33 2? gg gg:gg ?g gg gg:;g 22 gg gg ‘ 00 00 00 8o-4¢ defines how the file is loaded in memory = @ @ data... 00 00 00 00-HENEENEENAE-ZENEAINEINAZYINeENEeNEE @..@.data... | = data. .| 0x1000 ... 0x3000_ . .. __.....0x200______ ... 0x600._ . ... DATA___READ_._WRITE
2572 64 61771 61160 00-60 10 06 60-00 20 09 60 .rdata.......oe 00 062 00 09-89 04 B9 00-08 @0 08 PR-00 B0 00 B8 60 10 69 00-00 30 00 00-00 82 00 90-00 06 60 08 ..... - : . ) . . ) .
09 60 086 00-40 08 B0 46-2E 64 61 74-61 80 06 00 . 0 00 60 00-00 00 00 0B-00 00 0 0O-40 08 88 CO ............ Q..+ ; For each section, a SizeofRawData sized block is read from the file at PointerToRawData offset.

60 10 00 06-00 30 B0 00-00 062 0@ B0-00 06 06 08 .
00 80 00 00-00 6O B0 00-00 00 0@ B0O-40 06 06 CB .
00 90 00 06-00 60 80 00-00 0@ 00 80-00 06 00 60 ...

00 00 80 00-00 00 00 00-00 00 00 86-60 00 08 06 It will be loaded in memory at address ImageBase + VirtualAddress in a VirtualSize sized block, with specific characteristics.

simple. exe

78 ZB 48 ae 6R BB FF 15 68 28 48 GB ae BB 08 98
60 00 60 00-00 00 0D 00-00 66 00 00-00 00 0O 0O

6A B0 68 08-30 40 80 68-17 3@ 40 80-6A 08 FF 15
70 20 40 08-6A B0 FF 15-68 20 40 80-00 08 00 60
00 80 00 06-00 60 B0 00-00 0@ 60 B0-00 00 0@ 60

x86 assembly I Equivalent C code

6A 08 68 00-30 40 00 68- FF 15 j.h.e@.h.e@.j. .
76 20 460 06-6A 66 FF 15- code 60 86 p.Q@.j. .h.@.....

06 60 00 P0-00 09 0@ 0p- Whatis executed gp pp

push 0
push 0x403000

8408
3C 26 00 00-00 00 00 00-00 66 66 00-78 20 00 00 =5 H) ) U (1) U9 CAU) B9 () B B0 ()

S oo 000D 00 B0 06TE0 00 88 69778 20 98 89 Xl |og 9@ @@ 98-8 86 66 pe- Whatisexecuted gp g . ...............
68 206 08 89:44 206 08 BG:BB 08 08 GG:BG 006 06 08 85 20 90 00-70 20 00 00-00 cogllo M-00 00 00 00 3...p........... Offset:8x200/RVA: 0x401000 | h
£ 20 89 66-70 20 80 Go-e 89 0 S6-e 99 9 s - ecacrtinane 3C 26 09 00-00 06 60 00-00 00 06 6078 20 00 60 <........... X 6R 00 68 BESSONAGNGE (¢-ITNSENAGNGE-BA 80 FENIS | j.n.0@.h.e@.j. . | o..p 8"403017
00 00 00 00-5A 20 0O ©B-00 06 00 00-00 00 45 78 9 74 Hess 68 20 00 00-44 20 00 00-00 00 0B 00-00 06 60 8@ h...D........... __- - FF 15_— | : h | Pus Y Y \J Y
5 70 B0 7B () (65 7R O 0D GO (65 78 78 (e ool 61 67 65 42-GF 78 41 86-4C 20 B9 09-00 0O B0 B0 aQeBOXA.L..ur. . 85 20 80 0070 20 00 08-00 BO 0O 08-00 BO 80 08 A...p........... p.@.J. .h.e. call [0x402070] ~MessageBox (0, "Hello world!","a simple PE executable’, 0);
61 67 65 42-6F 78 41 00-4C 26 00 00-00 00 00 06 ageBoxA.L....... 5A 20 rnel32
zommmmmmacnenny oo NS G TR ::Z:Z‘;f::i:’::‘a""’ T oo imports o a1l [ox402068]
00 00 00 00-00 00 00 00-00 60 00 00-68 68 00 88 ................ | | T T 7 T T T T T TE TE T R TR TR TR rmrrrmnnonneees 69 74 58 ¢ 4 i ¢ 5...M ’
8608 : : . 61 28 73 69-6D 78 6C 65-20 50 45 26-65 78 65 63 a.simple.PE.exec ¢1 67 o5 link between the executable and (Windows) libraries ESS
S5 i (o e Dy (8 (0 o (o o (0 e o 75 T4 BL 62760 65 00 46765 60 6C 6F720 77 6F T2 utable.Hello.uor SA 20 80 00-08 08 08 0O-6B 65 72 6E-65 6C 33 32 7. k
i - . utable.fiel fo.uor 6C 64 21 80-09 09 0 80-60 B0 0O 08-08 80 80 B8 1d!............. - - 5 G 2B 32 Zoscoaoc ernel32
6C 64 21 86-00 00 @O 00-00 B 00 B0-00 00 @0 00 1d!............. 2E 64 6C 6C-080 75 73 65-72 33 32 2E-64 6C 6C 66 .dll1.user32.dll. |mp0rts structures | Consequences
00 00 00 00-00 00 0O 00-00 00 00 00-00 00 00 00 ................
0ffset:8x408/RVA: 0x402000 descriptors -
61 20 73 69-6D 70 ¢ 3 a.simple.PE.exec -00 00 00 00-00 PO 6O 6O-78 20 0@ @B] <........... X..d 0x203¢c}———— 0x204c, 0™
75 74 61 62-6C 65 € t > utable.Hello.uor 812010006 -44"26"'90"68-00 00 00 00-00 00 08 00 |h...D
4C 64 21 se-e0 00 ¢ informationused by the code 5 1d1. . .. .. . .1 ] Hint,Name
85 20 00 06-70 20 00 66-90 06 00 60-00 60 00 00 0x2078|—~kerne132.d11 0,ExitProcess after loadin
60 00 00 00-00 00 00 00-60 00 00 66-HC 2060 08 | e Kemol3.dl's ExitP
8060 06 88-5A 20 00 06-60 06 60 00-BANBANASITS | .. | lox2068 0x204c, 0 e Wit PoInt o kernelos.ail's EXIITTocess
EONTANSANTOSCENEINEENTISTINGA BOVBBSADNES T | itProcess...Ness | 0ys044 | 0x2070 will point to user32.dll’s MessageBoxA
61 67 65 42-6F 78 41 00-4C 20 00 00-00 00 00 00 ageBoxH.L ....... -
int, Name
GA 20 00 00-00 00 00 BB-6B 65 72 6E-65 6C 33 32 Z....... kernel32 0x2085 —user32.d11 0,MessageBOXA
2E 64 6C 6C-08 75 73 65-72 33 32 2E-64 6C 6C 08 .dl11.user32.dl1. .
0x2070 0x205a, 0""
epeoo . *
,,,,,,,,,, All addresses here are RVAs.
0ffset:Bx688/RVA: Bx463800 Strings

a.simple.PE.exec

7SRNG INE2=6CNE5N08 48=65"6C6C6F=20"77"6F"72 | utable.Hello.uwor |
6C 64 21 80 1d!.

a simple PE executable\0
Hello world!\0

This is the whole file, however, most PE files contain more elements. Explanations are simplified, for conciseness. version 1, 3rd May 2012

Notes

MZ HEADER aka DOS_HEADER
Starts with 'MZ' (initials of Mark Zbikowski MS-DOS developer)

PE HEADER aka IMAGE_FILE_HEADERS / COFF file header
Starts with 'PE' (Portable Executable)

OPTIONAL HEADER aka IMAGE_OPTIONAL_HEADER

Optional only for non-standard PEs but required for executables

RVA Relative Virtual Address
Address relative to ImageBase (at ImageBase, RVA = 0)

Loading process
@ Headers

the DOS Header is parsed
the PE Header is parsed

(its offset is DOS Header's e_lfanew)
the Optional Header is parsed

(it follows the PE Header)

@ Execution

Code is called at the EntryPoint
the calls of the code go via the IAT to the APIs

F
a simple PE executa...&]

@ Imports

DataDirectories are parsed
they follow the OptionalHeader
their number is NumOfRVAAndSizes
imports are always #2
Imports are parsed
each descriptor specifies a DLLname

@ Mapping

the file is mapped in memory according to:
the ImageBase
the SizeOfHeaders
the Sections table

:{ £ }:‘? g#é—;;;?:deg;” m;n?r?wrylta o Almost all addresses of the headers are RVAs
. SN e ré parsed simuitaneously In code, addresses are not relative.
@ Sections table g2 for each API in INT Hello world! '
Sections table is parsed e 0x400000—5— ImageBase — its address is written in the /AT entry R
(it is located at: offset (OptionalHeader) + Size OfOptionalHeader)
B . . PointertoRawData 0x400200: SizeOfHeaders
it contains NumberOfSections elements T sotons : INT Import Name Table
! ';l:A/Zimims‘lnze‘séc'ﬁgn:"l:_gn;egs i PointertoRawData 0x401000~— VirtualAddress IAT IAT Null-terminated list of pointers to Hint, Name structures
£| Section 2 i
PointertoRawData 4 Section 1 library.dil IAT Import Address Table
®| Section3 iE . . rTTTTTTTT T ! Null-terminated list of pointers
0¢{C2000— VitualAdaress E Hint,"APT name $ —L-API_Rddress: \ On file it is a copy of the INT
sectonz | R ; After loading it points to the imported APIs
F HINT
T T D @ Index in the exports table of a DLL to be imported
Section 3 Not required but provides a speed-up by reducing look-up

0x404000—+ —_

[ = «




